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F5rSeries0 000

000000000 F5rSeries (F50S-A) 00000000000 OOOOOO

1.1 ManagementIP 0O

00000000 APIODOOOO00OO0O0OD0OO0OO0O0OD0OOCLIO ManagementlPOOOODOODOOOOO
oobobOoooooooboooboboocoobooooooooon

https://i5j-easy-setup-f50s.readthedocs.io/ja/latest/module1/class01/class1.html

1.2 F5O0S O 00000000

F50S 0 admin0 000000000000 "admin'00000000APIDDOOOOODOOOOOODOODOO
000000000000 00000D0O0O00 cwrlDDODOD0OODD0O0O0admnODOODOODODOODOODOO
000000 (<-000000000000000O00UDOODOODDOOn)

$ curl -sk -u admin:admin -H "Content-Type:application/yang-data+json" https://
—SAPPLIANCE_ TP/api/operations/openconfig-system:system/aaa/authentication/users/
—user=admin/config/change-password -d @- <<EOS
{

"input": [

{

"old-password": "admin",
"new-password": "<F50S0 adminUOQOQOQooO4ooods>",
"confirm-password": "<F50S [0 adminUOOOOOOOOO>"

EOS



https://f5j-easy-setup-f5os.readthedocs.io/ja/latest/module1/class01/class1.html
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13 APIOO00OD0O0O0OOOOOO

- 000000"F50S_PASSWORD'D 0 0 "APPLIANCE_IP"00000000000000000000
00000000000000000000000(<-00000000000000000000000
ooo)

$ export F5H0S_PIJ ORD=<F50S 0 adminOO0O0O0OO0OOOO>
$ export APPLIANCE_IP=<rSeries [ Management IPOODO0O>

0000000000000 0OBasicO00 APIDODOOOOUOOOOOODOOOOODOUOODOOOD
O0O00O0"X-Auth-Token"OD O OOOOOOOO0O APIDOOO0OOOOOOOOO

$ curl -sk -u admin:S$F50S_PASSWORD -I https://SAPPLIANCE_ I1P/api/data/openconfig-

—system:system/aaa

O0: F5OSTO00000 8888000000 4430 APIDDODODDOOOOODODOOD (DOOO https)O
000 44300000000VURICOOOOOOYap"00000000O0O 88880000000 OURIODDOO
OOO"restconf'0 0000000000 0O0OODO 4430"api"0 00000000000 OOOOOOOODO

 JO0OO00DbO0ODbOOODbOObLDbOoODbO

HTITP/1.1 200 OK

Date: Thu, 17 Aug 2023 15:37:35 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubdomains;
Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Content-Type: application/yang-data+xml

Pragma: no-cache

X-Auth-Token: eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJ9.
<eyJTZXNzaWOuIElEI joi YWRt aW4xNjkyMjg2NjUlIiwiYXV0aGluzm8i0iJhZGlpbiAXMDAWIDkwWMDAGXC90bX
SWEIWKmKE3ykk3Uorlmurx_YmeialOZbnxzoZDawixy8

Content-Security-Policy: default-src 'self'; block-all-mixed-content; base-uri 'self'; |,
—frame—-ancestors 'none';

Strict-Transport-Security: max—-age=15552000; includeSubDomains

X-Content-Type-Options: nosniff

X-Frame-Options: DENY

X-XSS-Protection: 1; mode=block

Content-Security-Policy: default-src 'self'; upgrade-insecure-requests; frame-—
—ancestors 'none'; script-src 'self'; style-src 'self' 'unsafe-inline'; object-src
—'none'; base-uri 'self'; connect-src 'self'; font-src 'self'; frame-src 'self'; img-

—src 'self' data:; manifest-src 'self'; media-src 'self'; worker-src 'none';

- J00000000000000000D00000OO000 X-Auth-Token OO 00O 0O "F50S_TOKEN"D
goobooo

6 010 F5rSeries0 0000

A1LCI1dWZmZX
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$ F50S_TOKEN=curl -sk -u admin:S$F50S_PASSWORD -o /dev/null -I https://SAPPLIANCE_ 1P/

—api/data/openconfig-system:system/aaa -w '$header{X-Auth-Token}\n'"

- 0000000000000 O"FSOS TOKEN"D O D ODDODOOODOOOooooooooo

$ echo $F50S_TOKEN

14 rSeries D000 00Q0QoooQog

141 0000000

000000000000 rSeries0 000000000 OOOOOO0OOOOODOOOOOOODODO
00000000 DUOORegistrationKeyOODOOOOODODOOODOODOOODOO

$ curl -sk -H "X-Auth-Token:S$SF50S_TOKEN" -H "Content-Type:application/yang-data+json"
—https://SAPPLIANCE_TP/api/data/openconfig-system:system/f5-system-licensing:licensing

142 0000000

+J00000cuwrlO0DO0OD0O0D0OOrSeries0 000000000 O0ODOO0OOODOOOOODOOODO
OODOPATCHOOOOOODOODOOODOODOOODOODOOOO"Appliance01"D 00O O0OOOOO

$ curl -sk —-X PATCH —-H "X-Auth-Token:S$F50S_TOKEN" —-H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_IP/api/data/ —-d @- <<EOS
{
"openconfig-system:system": {
"config": {

"hostname": "ApplianceOl"

EOS

-0000O0O0O0O0OO0ODOOOO0OOOOOOOOOODOOOODOOOODOOOOO

$ curl -sk -H "X-Auth-Token:S$SF50S_TOKEN" -H "Content-Type:application/yang-data+json"
—https://SAPPLIANCE_1P/api/data/openconfig-system:system/config

+J000D00000DOO0 (DO0ODO)O0ODO0OOOOODOOO

"openconfig-system:config": {

(fooooooo)

14. rSeries 00000000 O0ODO 7
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(0ooooooooo)

"hostname": "ApplianceOl1l"

1.43 DNSOOOOOO

+J00000CcurlD0D00DD0O0O00OOrSeries0 00000000000 DNSOOOOOOOOO
OODNSOOOODOODUDODOOPATCHOOOOODODODOOOODOOOODODODOOO DNSOOOO
0"8.8.8.8"00000O0OOOO

$ curl -sk -X PATCH -H "X-Auth-Token:S$SF50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE IP/api/data/openconfig-system:system/dns -d @- <<EOS
{

"openconfig-system:dns": {
"servers": {
"server": [
{

"address": "8.8.8.8",

"config": {
"address": "8.8.8.8",
"port": 53

EOS

- 000000000000O0DNSOODO00DOO0DOODO0DoOoO0NoO0ooooonnO

$ curl -sk -H "X-Auth-Token:S$SF50S_TOKEN" -H "Content-Type:application/yang-data+json"
—https://SAPPLIANCE_1P/api/data/openconfig-system:system/dns

0000000000 (DO0ODO0)O0OO0OOODO0OOO

"openconfig-system:dns": {
"servers": {
"server": [
{

"address": "8.8.8.8",

"config": {
"address": "8.8.8.8",
"port": 53

(fooooooo)

8 010 F5rSeries0 0000
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(0ooooooooo)

}I
"state": {
"port": 53

144 0000 (TimeZoneO OO NTPOOODO)

- 000000 cu0000000000rSeries0100000000000000000O000O0 NTPOO
000D00000000000O0CPATCHOOODOOODODOOODODO00OD Time Zone O "Asia/Tokyo"0
NTPOOO OO "ntp.nictjp'0 00000000

$ curl -sk -X PATCH -H "X-Auth-Token:S$F50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_1P/api/data —-d @- <<EOS
{

"openconfig-system:system": {
"clock": {
"config": {
"timezone-name": "Asia/Tokyo"
}
}y
"ntp": {
"config": {
"enabled": "true"
},
"servers": {
"server": [
{
"address": "ntp.nict.jp",
"config": {
"address": "ntp.nict.jp"

EOS

000000000000 ONTPOOUODOOOOOLOOOOODOODOOODOODO

14. rSeries 00000000 O0ODO 9
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$ curl -sk -H "X-Auth-Token:S$F50S_TOKEN" -H "Content-Type:application/yang-data+json"
—https://S$SAPPLIANCE_IP/api/data/openconfig-system:system/ntp

- 0000000000 (DDOO0OL)0UDDOOOOUDOO

"openconfig-system:ntp": {
"config": {
"enabled": true,
"enable—ntp-auth": false
by
"state": {
"enabled": true,
"enable-ntp-auth": false
by

"servers": {
"server": [
{

"address": "ntp.nict.jp",

"config": {
"address": "ntp.nict.jp",
"port": 123,
"version": 4,
"association-type": "SERVER",
"iburst": false,
"prefer": false

by

"state": {
"address": "ntp.nict.jp",
"port": 123,
"version": 4,
"association-type": "SERVER",
"iburst": false,
"prefer": false,
"f5-openconfig-system—ntp:authenticated": false

145 000000000000

+J00000curlO00000ODO0OOORSOSOO0DNOODODOOUODOODOO (SyslogO Q)
0000000000000 0D0O000DO0OPATCHOOODODOOODDOOOOODDOOOOODDOO

10 010 F5rSeries0 0000
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0"10.10.10.10"0000000O0ODO

$ curl -sk -X PATCH -H "X-Auth-Token:S$F50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_TP/api/data —-d @- <<EOS
{
"openconfig-system:system": {
"logging": {
"remote-servers": {
"remote—-server": |

{

"host": "10.10.10.10",
"config": {
"host": "10.10.10.10",
"remote—-port": "514"
by
"selectors": {
"selector": |
{
"facility": "LOCALO",
"severity": "INFORMATIONAL",
"config": {
"facility": "LOCALO",
"severity": "INFORMATIONAL"

EOS

0000O0O0OOOOOOOODOCOODOOOOOOOOOOCOOODOOOODOOO

$ curl -sk -H "X-Auth-Token:S$SF50S_TOKEN" -H "Content-Type:application/yang-data+json"
—https://SAPPLIANCE_1P/api/data/openconfig-system:system/logging/remote-servers

0000000000 (DO0DO0)O0ODO0OOOOO0OOO

"openconfig-system:remote-servers": {
"remote-server": [
{
"host": "10.10.10.10",

"config": {

(0ooooooo)

14. rSeries 00000000 O0ODO 11
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(0ooooooooo)

"host": "10.10.10.10",
"remote-port": 514,
"f5-openconfig-system-logging:proto": "udp"
br
"selectors": {
"selector": [
{
"facility": "f5-system-logging-types:LOCALO",
"severity": "INFORMATIONAL",
"config": {
"facility": "f5-system-logging-types:LOCALO",
"severity": "INFORMATIONAL"

1.4.6 00000 (Allow List) 0O

+J00000 cuwrlDODO0OO0ODOOODOFRS50SO Out-of-band0 000000 IPODOODOOOODOODO
00000000 0ANow List00D0OOO0OOPOSTOOOOOODOODDOODOOOODONO"0.255.0.0/24"
000 SNMP(DODO 161)0000000 Allow ListODOOOoOoGOO

$ curl -sk -X POST -H "X-Auth-Token:$F50S_TOKEN" -H "Content-Type:application/yang-—
—data+json" https://SAPPLIANCE_TIP/api/data/openconfig-system:system/f5-allowed—
—ips:allowed-ips -d @- <<EOS

{

"allowed-ip": [
{
"name": "allow-snmp",
"config": {
"ipv4": |

"address": "10.255.0.0",
"prefix—-length": 24,
"port": 161

EOS

12 010 F5rSeries0 0000
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000000000000 0AlNow ListD 00000000000 0000000

$ curl -sk -H "X-Auth-Token:S$F50S_TOKEN" —-H "Content-Type:application/yang—-data+json"
—https://SAPPLIANCE_1P/api/data/openconfig-system:system/f5-allowed-ips:allowed-ips

0000000000 (DOO0OO)0LDDOOOOUDOO

"f5-allowed-ips:allowed-ips": {

"allowed-ip": [
{
"name": "allow-snmp",
"config": |
"ipv4d": |
"address": "10.255.0.0",

"prefix-length": 24,
"port": 161

1.5 rSeries 00000000

1.5.1 VLANO O

- J0000D0curlDO00D0O00O0ODOrSeresO 00000000 VLANOODOOOOOVLANDOO
O0OODOPATCHOOODOOODODOOOODODOOVLAN ID "103" (VLAN O "vlan103") O VLAN ID
"104" (VLAN O "vlan104")0 200 VLANOODOOOOO

$ curl -sk -X PATCH -H "X-Auth-Token:S$F50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_IP/api/data -d @- <<EOS
{

"openconfig-vlan:vlans": {
"vlian": [
{
"vlan—-id": "103",
"config": {
"vlan-id": 103,
"name": "vlanlO3"

(0ooooooo)

15. rSeries 00000000 13
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(0ooooooooo)

"vlan—-id": "104",
"config": {
"vlan-id": 104,

"name": "vlanl04"

EOS

00000000000 OVLANOOODOOUOODOODOODODODODOOODODO

$ curl -sk -H "X-Auth-Token:$F50S_TOKEN" -H "Content-Type:application/yang-data+json"
—https://SAPPLIANCE_TP/api/data/openconfig-vlan:vlans

00000000000 (DODOO0OO0)OoOoooOOoOooooo

"openconfig-vlan:vlans": {
"vlan": [
{
"vlan-id": 103,

"config": {
"vlan-id": 103,
"name": "vlanlO03"

"vlan-id": 104,

"config": {
"vlan—-id": 104,
"name": "vlanl04"

1.5.2 Interface O O

- 000000 curl0000000000rSeries000000000000000000 VLANODOODO
0000000000 000000O0PATCHOOOOOOOOOOOOOO0O0OO0O0O000000O VLAN
103 0 104 00 Trunk VLAN (Tagged) 0 000000000 3.000000000

14 010 F5rSeries0 0000
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$ curl -sk -X PATCH -H "X-Auth-Token:$F50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_T1P/api/data/openconfig-interfaces:interfaces -d @- <
—~<EOS
{
"openconfig-interfaces:interfaces": {
"interface": [
{
"name": "3.0",
"openconfig-if-ethernet:ethernet": {
"openconfig-vlan:switched-vlan": {
"config": {
"trunk-vlans": [
103,
104

EOS

- 0000000000000 00000O 3.000000000O0OO

$ curl -sk -H "X-Auth-Token:S$SF50S_TOKEN" -H "Content-Type:application/yang-data+json"
—https://SAPPLIANCE_IP/api/data/openconfig-interfaces:interfaces | Jjg ".[].

—interface[2]"

+ 0000000 trunk-vlans (103000 104)000000000O0O0OOOOOO

1.5.3 Link Aggregation (LAG) O O

+J00000 curlD0O000ODO0OOOLAGOOODODOOUOUOODODDODODODOODODODOD
000000000000 0O00OPATCHOOOOODOODOODOODOODOOOO"LAG-Data-1"000 LAG
O0o0O000o0o0oooU0ooooUooo3o00Uo 4000000000

$ curl -sk -X PATCH -H "X-Auth-Token:$F50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_TP/api/data —-d @- <<EOS
{

"openconfig-interfaces:interfaces": {
"interface": [
{
"name": "LAG-Data-1",
"config": {

(fooooooo)

15. rSeries 00000000 15




F5 Networks Japan Technical Information Documentation

(0ooooooooo)

"name": "LAG-Data-1",
"type": "iana-if-type:ieee8023adLag",
"enabled": true
b
"openconfig-if-aggregate:aggregation”: {
"config": {
"lag-type": "LACP",
"f5-if-aggregate:distribution-hash": "src-dst-ipport"
}y
"openconfig-vlan:switched-vlan": {
"config": {

"trunk-vlans": [

103,
104
]
}
}
}
Hy
{
"name": "3.0",
"config": {
"name": "3.0"
by
"openconfig-if-ethernet:ethernet": {
"config": {
"openconfig-if-aggregate:aggregate-id": "LAG-Data-1"
}
}
Hy
{
"name": "4.0",
"config": {
"name": "4.0"
by
"openconfig-if-ethernet:ethernet": {
"config": {
"openconfig-if-aggregate:aggregate-id": "LAG-Data-1"

EOS

+J00000curl0000000000D0O00O0D00OC0 LAGOOOOOODOO LACP (Link Aggregation
Control Protocol) DO OOUOOOOLACPOOOUOOUOPATCHOOODODOOODODOODDOOODDODO

16 010 F5rSeries0 0000
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LACP Interval O "FAST"D Mode O "Active"0 D 0000000

$ curl -sk -X PATCH -H "X-Auth-Token:S$SF50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_TP/api/data —-d @- <<EOS
{

"ijetf-restconf:data": {

"openconfig-lacp:lacp": {

"interfaces": {
"interface": [
{

"name": "LAG-Data-1",

"config": {
"name": "LAG-Data-1",
"interval": "FAST",
"lacp-mode": "ACTIVE"

EOS

- 0000000000000LAGOOO LACPOOOOOODOOOOOOOOOOOOO

$ curl -sk -H "X-Auth-Token:S$F50S_TOKEN" -H "Content-Type:application/yang-data+json"

—https://SAPPLIANCE_TP/api/data/openconfig-lacp:lacp

- J0000D0OOO0OOOOOOOODOOOO

"openconfig-lacp:lacp": {
"config": {
"system-priority": 32768
by

"state": {
"f5-lacp:system—id-mac": "14:29:d0:1a:82:13"
by
"interfaces": {
"interface": [
{
"name": "LAG-Data-1",
"config": {
"name": "LAG-Data-1",
"interval": "FAST",
"lacp-mode": "ACTIVE"

by

(0ooooooo)

15. rSeries 00000000
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(0ooooooooo)

"state": {
"name": "LAG-Data-1",
"interval": "FAST",
"lacp-mode": "ACTIVE",
"system—id-mac": "14:29:d0:1a:82:13"
b
"members": {
"member": [
{
"interface": "3.0",
"state": {
"interface": "3.0",
"activity": "ACTIVE",
"timeout": "SHORT",
"synchronization": "OUT_SYNC",
"aggregatable": true,
"collecting": false,
"distributing": false,
"system-id": "14:a29:d0:1a:82:13",

"oper-key": 3,

"partner-id": "00:00:00:00:00:00",

"partner—-key":

0,

"port-num": 3072,

"partner-port-num": O,
"counters": {
"lacp—-in-pkts": "0O",
"lacp-out-pkts": "370",
"lacp-rx—-errors": "0O"
}
}
by
{
"interface": "4.0",
"state": {
"interface": "4.0",
"activity": "ACTIVE",
"timeout": "SHORT",
"synchronization": "OUT_SYNC",

"aggregatable": true,
"collecting": false,

"distributing": false,

"system-id": "14:a9:d0:1a:82:13",
"oper-key": 3,
"partner-id": "00:00:00:00:00:00",

"partner-key": 0,
"port-num": 4096,
"partner-port-num": O,

"counters": {

(fooooooo)

18
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(0ooooooooo)

"lacp—-in-pkts": "O",
"lacp-out-pkts": "O0",
"lacp-rx—errors": "O"

15. rSeries 00000000 19







21

BIG-IPOOODOOODO

O0O0ODOOF5rSeries0 00000 BIG-IPOOOODO APIODO0ODOO0OOODOOOOODOOOOODOO

21 BIG-IPOOOOOOOOOd

+J000D00curlO0000O0OD0OOOrSeriesO0O0OODOOO BIG-IP(TMOS)ODOODOOOOODO
000000000000POSTOOODOOOODO0OODOOOODDOOOODOD0OODOOOODODOOOOOO

ogno
gooo g
ooooo test-tenant01
gooogo BIG-IP
Ooo0ooooooooo BIGIP-17.1.0.2-0.0.2.ALL-F50S.qcow2.zip.bundle
BIG-IPOOOOOOoOo IPOOOO 172.28.15.216
gododoooooooo 172.28.15.254
O00o0o00 (Prefix-length) 23
0000o0oo0OO0O0O0 VLAN 103000 104
O0o00oooooooo CPUD 4
Ooooooooooooo (MB) 14848
000000000000 00O00 (GB) | 82
Doooooo Deployed
gooooobogoooo oo
$ curl -sk -X POST -H "X-Auth-Token:$F50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE IP/api/data/f5-tenants:tenants -d @- <<EOS
{
"tenant": [

(fooooooo)
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(0ooooooooo)

"name": "test-tenantO1",
"config": {
"type": "BIG-IP",
"image": "BIGIP-17.1.0.2-0.0.2.ALL-F50S.qgcow2.zip.bundle",
"nodes": [
1
I
"mgmt-ip": "172.28.14.216",
"gateway": "172.28.15.254",
"prefix-length": 23,
"vlans": [
"i103",
"104"
I
"vcpu-cores—-per—node": 4,

"memory": 14848,

"storage": {

"size": 82
by
"cryptos": "enabled",
"running-state": "deployed",
"appliance-mode": {

"enabled": false

EOS

- J000D00000DO0O0OOFSOSOO0OOUDODOODODUODO

$ curl -sk -H "X-Auth-Token:S$SF50S_TOKEN" -H "Content-Type:application/yang-data+json"
—https://SAPPLIANCE IP/api/data/f5-tenants:tenants

-00000DOOCOO0OOCOOOOOOODOOOO

"f5-tenants:tenants": {
"tenant": [
{

"name": "test-tenantO01",

"config": {
"name": "test-tenantO01",
"type": "BIG-IP",
"image": "BIGIP-17.1.0.2-0.0.2.ALL-F50S.gcow2.zip.bundle",

(0ooooooo)

22 020 BIGIIPOOOOOOO
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(0ooooooooo)

"nodes": [1],

"mgmt-ip": "172.28.15.216",
"prefix—-length": 23,
"dag-ipv6-prefix-length": 128,

"gateway": "172.28.15.254",
"vlans": [103, 1041,
"cryptos": "enabled",
"vcpu-cores—-per—node": 4,
"memory": "14848",
"storage": {
"size": 82
y
"running-state": "deployed",
"mac-data": {
"f5-tenant-12-inline:mac-block-size": "one"
o
"appliance-mode": {

"enabled": false

b
"state": {
"name": "test-tenantO01",

"unit-key-hash":

—"CvXv44R0a3LiMjsI4k0mmxia0Zad4rk5iN97edID21WYOu0tLgxcBpLC7z9Ubpw4 jgaG+D0Xp+hoe6F fvIHNNXK

"
',

"type": "BIG-IP",
"image": "BIGIP-17.1.0.2-0.0.2.ALL-F50S.gcow2.zip.bundle",
"mgmt-ip": "172.28.15.216",

"prefix—-length": 23,
"dag-ipvé6-prefix-length": 128,

"gateway": "172.28.15.254",
"vlans": [103, 104],
"cryptos": "enabled",
"vcpu-cores—-per—node": 4,
"memory": "14848",
"storage": {

"size": 82
by
"running-state": "deployed",
"mac-data": {

"base-mac": "14:29:d0:1a:82:14",

"mac-pool-size": 1,

"f5-tenant-12-inline:mac-block": [
{
"mac": "14:29:d0:1a:82:14"

(fooooooo)

21. BIGIlPOOOOOOOOO
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"appliance-mode":
"enabled":
b

"cpu-allocations™"

{

false

R

"cpu—allocation": [

{

"node": 1

]
by

"feature-flags":

"stats-stream-capable":

by

"status":

{

true

"Running",

"primary-slot": 1,

"image-version":

"instances": {
"instance": [
{
"node": 1,
"pod-name" :

"BIG-IP 17.1.0.2 0.0.2",

"test-tenant01-1",

"instance-id": 1,

"phase":

"creation-time":

"ready-time":

"status":

"mgmt-mac" :

"Running",

"2023-08-21T07:09:322",
"2023-08-21T07:10:002",

"Started tenant instance",

"14:29:d0:1a:82:15"

22 BIG-IPOOOOOoOOoOOO

F5O0SO000000000D0 300000DL0UOUROSOOODUODODOOUOD

oo

od

Configured

cooooooobooooboooon

Provisioned

coooooooboooobooboboooooboooo

Deployed

0000 (CPU/ODO)DOO0DDOODODOOODOOO
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+J00cwrlD00D0DO0O0DDDO0OOO0ODOODODODO"est-tenant01"0 0 0 O "Configured"D 000000
000000000000 PATCHOOOOOODODOOOOO

$ curl -sk -X PATCH -H "X-Auth-Token:S$F50S_TOKEN" —-H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_T1P/api/data/f5-tenants:tenants/tenant=test-tenant01/
—config/running-state -d @- <<EOS

{

"running-state": "configured"

EOS

000 curl 000000000 D0ODOOO0"test-tenant01"0 00 0O "Configured"'0 0000000000
goood

$ curl -sk -H "X-Auth-Token:S$F50S_TOKEN" —-H "Content-Type:application/yang-data+json"
—https://SAPPLIANCE_TP/api/data/f5-tenants:tenants/tenant=test-tenant01l/config/

—running-state

- 00000000000 (DO0D0OO0)OooDooOOoOooooo

"f5-tenants:running-state": "configured"

23 BIG-IPOODOODDO

+J00CcwlO0D0O0OODODOODOODDOOODOOOO"esttenant01"O 00000000 O0OOOOOOO
DELETEQOOOUOOOOOO

$ curl -sk -X DELETE -H "X-Auth-Token:$F50S_TOKEN" —-H "Content-Type:application/yang—
—data+json" https://SAPPLIANCE_I1P/api/data/f5-tenants:tenants/tenant=test-tenantOl

+J00cuwrlO0O0OO0OO0OOOOOBIGIPOODODODDOOOOODOODODOOUODODOOOODODOD
oooooooooono

$ curl -sk -H "X-Auth-Token:S$F50S_TOKEN" —-H "Content-Type:application/yang—-data+json"
—https://SAPPLIANCE_TP/api/data/f5-tenants:tenants

23. BiG-lPOOOOOOO 25
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F50SOO0000oon

OUOOODOAPIOOOD FROSOOO0O0O0DOOOOODOOOOOODOODOOODOO

31 F5O0S 0 0Oonoooon

*rSeries000 FSOSOO0O0OO0D0OODOOUOOOOOODOO curlO0OO0ODOODOODOOOODOODOODO

oooooo

$ curl -sk -H "X-Auth-Token:S$SF50S_TOKEN" -H "Content-Type:application/yang-data+json"

—https://SAPPLIANCE_IP/api/data/openconfig-system:system/f5-system-image:image/state

-00000D0OCOO0OCOOOOOOODOOOO

"fS5-system-image:state": {
"os": {
"os": [

{
"version-os": "1.3.2-13054",
"status": "ready",
"date": "2023-01-26",
"size": "922.16MB",
"in-use": false,
"type": ""

b

{
"version-os": "1.5.1-12283",
"status": "ready",
"date": "2023-08-14",
"size": "926.15MB",
"in-use": true,

(Dooooooo)
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"type" s

b
"services": {
"service": [
{

"version-service": "1.3.2-13054",
"status": "ready",
"date": "2023-01-26",
"size": "0.38GB",
"in-use": false,

"type" .onn

"version-service": "1.3.0-8327",
"status": "ready",

"date": "2023-01-26",

"size": "2.15GB",

"in-use": false,

lltypell .o

"version-service": "1.5.1-12283",
"status": "ready",

"date": "2023-08-14",

"size": "2.05GB",

"in-use": true,

"type" s

"version-service": "1.5.0-5781",
"status": "ready",

"date": "2023-08-14",

"size": "2.49GB",

"in-use": false,

"type": ""
}
]
b
"iso": {
"iso": [

{
"version-iso": "1.3.2-13054",
"status": "ready",
"date": "2023-01-26",
"size": "4.04GB",

"in-use": false,

(fooooooo)

28

030 FSOSOOO0OO0ODOOO




F5 Networks Japan Technical Information Documentation

(0ooooooooo)

"type" s

"version—-iso": "1.5.1-12283",

"status": "ready",
"date": "2023-08-14",
"size": "6.05GB",
"in-use": false,
"type": ""

]
by

"install": {

"install-os-version":

"1.5.1-12283",

"install-service-version":

"1.5.1-12283",

"install-status":

"none"

32 F50S 00000 0gn

000000 curl 0000000000000 F50SO000000000000000000F50S0
0000000/0000000000POSTOOOOOOOOODOOOOOOOF50S 1.3.2Buld 13054
(1.3.2-13054) 00000000000

$ curl -sk -X POST -H "X-Auth-Token:S$F50S_TOKEN" -H "Content-Type:application/yang—
—data+json" https://SAPPLIANCE_1P/api/data/openconfig-system:system/f5-system—
—image:image/set-version -d @- <<EOS
{

"input": {

"iso-version": "1.3.2-13054"

EOS

+J000D00000DO (DOOLDO)OLODO0OOOOOOOO

"f5-system-image:output": {

"response": "System ISO version has been set"

« F5OS 00000 FS0SO000000D0 0000000 FOSO00D000DO00"Install'Oc0 D00

3.2. FO0S 00000000 29



F5 Networks Japan Technical Information Documentation

00000 FS0OSO000000000n0ooooooon

30

030 F0SOO0O0ODOO
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guoougooogd

OODOOOAPIDODOO FSOSOO0000 (DO0OOD0OD) 00000 0DDOUO0DDUOO0OOUOOLDODDOOOOOOO

41 00000 (QOOOOO)

411 0000000000

F5rSeries0 0000000000000 O0OO0OOOOUOOODLDODOODODODOOODOO/ODOOODO
oooboooooboooooboooooooooooooboOooooOooooOoboOooboOoOobobooOoOoooooOoon
O0D0OO0O0OORMAODOOOOOOOOOOOODOODOOOOOOOOOOOOOOOOOOODOODOOOOOOO
ooooocoooood

000 cul0000000000rSeries 1000000000000000000000000O0000
00000POSTOOOOODOOOOO0O0O0OOODDDDOOO myprimarykey"D salt 0 "mysalt'd
00000000

curl -sk -X PATCH -H "X-Auth-Token:SF50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_IP/api/data/openconfig-system:system/aaa/f5-primary-
—key:primary-key/f5-primary-key:set -d @- <<EOS
{
"f5-primary-key:passphrase": "myprimarykey",
"f5-primary-key:confirm-passphrase": "myprimarykey",
"f5-primary-key:salt": "mysalt",

"f5-primary-key:confirm-salt": "mysalt"

EOS
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412 000000 OoOooooooO

000 curlD000O0DODOOOROSOOODOOD (DODOODO)0DDODOODDOODOODOODOOODO
POSTOOOODOOOOOODODODOODOODODOOODODOODOODO"FS0S-BACKUPO1"DODODOOO
ooo

$ curl -sk -X POST -H "X-Auth-Token:S$F50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_1P/api/data/openconfig-system:system/f5-
—database:database/f5-database:config-backup -d @- <<EOS
{

"f5-database:name": "F50S-BACKUPO1"

EOS

0000000000 (O00D0)O0D0O0OOOO0OOO

"f5-database:output": {
"result": "Database backup successful. configs/F50S-BACKUPOl is saved."

00000000 O0OOOOODOOOODOOOOOOOOODOOOODOOODOO

4.2 F50S 0000

+J00 curlO00D00D00OO0OOROSOOOOOOOOROSOODOOOOPOSTOOOOODOODO
ooo

$ curl -sk -X POST -H "X-Auth-Token:S$F50S_TOKEN" -H "Content-Type:application/yang—
—data+json" https://SAPPLIANCE_TP/api/data/openconfig-system:system/f5-
—~database:database/f5-database:reset-to-default -d @- <<EOS
{

"f5-database:proceed": "yes"
}
EOS

0000000000 (DO0ODDO)O0OD0OOOOODOOO

"f5-database:output": {

"result": "Database reset-to-default successful."

32 040 0000000000
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0000000 FSOSOOO0O00N0N0D D00DO0DDO000adminOO000O0O0O00OO0OOOOOOO
gogd

43 0000000

+J00cwl00DDO0O0DD0OODDOODODOODDOODOOOD FSOSO0DU0D0O0NDOONDOODOOOD
O0O0oOooPOSTOOOOOOOOOOODOOOOO"FS0S-BACKUPO1"O DO DODODOOOOOOO
goboobboobooboobon

$ curl -sk -X POST -H "X-Auth-Token:S$F50S_TOKEN" -H "Content-Type:application/yang-
—data+json" https://SAPPLIANCE_I1P/api/data/openconfig-system:system/f5-
—database:database/f5-database:config-restore -d @- <<EOS
{

"f5-database:name": "F50S-BACKUPO1",

"f5-database:proceed": "yes"

EOS

0000000000 (DO0DO0)00ODO0OOOOO0OOO

"f5-database:output": {

"result": "Database config-restore successful."

43. DO0O0OOoOO 33







35

goooogoooo

OODOODOOAPIOOOD FROSOOO0DO0DOOOODOOOOOOOOOOOOODOO

5.1 QKView 0 0O O

000 cwlDODODDODO0UOORS0SO QKViewD OO ODODOODOOOOQKViewOOOO0OPOST
0000000000000 D000QKViewdOODOO "mytest-gkviewtgz'0 00000000

$ curl -sk -X POST -H "X-Auth-Token:$F50S_TOKEN" -H "Content-Type:application/yang-—
—data+json" https://SAPPLIANCE_ 1P/api/data/openconfig-system:system/f5-system—
—diagnostics-gkview:diagnostics/f5-system-diagnostics—gkview:gkview/f5-system—

—diagnostics—-gkview:capture -d @- <<EOS

{
"mytest-gkview.tgz"

"f5-system-diagnostics—-gkview:filename":

EOS

- 00000000000 (D0D0O0)OooDooOOoOooooo

"f5-system-diagnostics—gkview:output": {
"result": " Warning: Qkview may contain sensitive data such as secrets, passwords,,
Please send this file to F5 support. \nQkview file,

—and core files. Handle with care.
—mytest-gkview.tgz is being collected.\nreturn code 200\n ",

"resultint": O

000 curlD0D0OO0D00OD0ODOOrSeries00000000O0DOOUDOODO QKViewOOOOODOODOODO

good
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$ curl -sk -H "X-Auth-Token:S$F50S_TOKEN" -H "Content-Type:application/yang-data+json"
—https://SAPPLIANCE_1P/api/data/openconfig-system:system/f5-system-diagnostics—
—gkview:diagnostics/f5-system-diagnostics—-gkview:gkview/f5-system-diagnostics—

—gkview:state/f5-system-diagnostics—gkview:files/f5-system-diagnostics—-gkview:file

-0J0000D0OOO0OOOOOOOOODOOOO

"f5-system—-diagnostics—gkview:file": [

{

"filename": "mytest—-gkview.tgz",
"size": 622282180,
"created-on": "2023-08-21T17:55:40.185751329+09:00"

36 0500000000000
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FsO0000000000000000
https://f5.com/jp

FSOOO0O0000 O000ooooo
https://f5.com/jp/products/security

MyFSO OO O0O0OO0OO0ooooooog (oa)
https://my.f5.com/

DevCentral: F5SO0 0000000000 DO (COODOOOOOOOOODOOO)

https://community.f5.com/

FsOOoOoOooooooo
https://www.f5.com/ja_jp/partners/jp-find-a-partner

od

good
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ooobooooboooooboooooooooboooboOooooooooObooobDOoOoobooOoooooboOooD
oooboooobooooboooooooooooobooooooooooooobooooooooooooon
oobobooooooooboobobooooboooOoOoOoO0o ObooooOooOooDOboOoOobobocOoobooooon
0000000000000000000000000000 00 0000000000000000000
000000 AskF5 (https:/support.f5.com/) 0000000000000 OOO0O0OOOOOUODOOOOO
ooobDoooooooooo

0000000000000 00000000000000000 000000000000 UOoooOooo
gogooooo
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